~ UBND TINH THAI NGUYEN CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Tw do - Hanh phc

Sb: 3829 /STTTT-CNTT Thai Nguyén, ngay 25 thang 12 nam 2024
V/v tinh hinh an toan thong tin
~mang Viét Nam thang 11/2024 va
ket qua giam sat an toan théng tin mang
tinh Thai Nguyén thang 12/2024

Kinh gui:
- Céc s0, ban, nganh, doan thé thudc tinh;
- Uy ban nhan dan cac huyén, thanh phé;
- Trung tdm Codng nghé thong tin va Truyén thong;
- Cac doanh nghiép: VNPT Thai Nguyén, Viettel
Thai Nguyén, Mobifone Thai nguyén.

S¢ Thong tin va Truyén thdng nhan dugc Bao cdo sé 24/BC-CATTT ngay
16/12/2024 vé tinh hinh an toan thong tin mang Viét Nam thang 11/2024, thyuc
hién chitc nang quan 1y nha nuéc va to chic thyc thi phap luat vé an toan thong
tin mang; So Thong tin va Truyén thong théng tin dén cac co quan, to chirc, don vi
vé tinh hinh an toan thong tin mang Viét Nam thang 11/2024, két qua giam sét an
toan thong tin mang (SOC) tinh Thai Nguyén thang 12/2024.

Noi dung nham cung cap thong tin vé céac sy kién an toan théng tin mang, xu
huéng tan cong mang, cac 16 hong an toan théng tin mai duoc cong bé. .. dé gilp
cac co quan, to chirc, don vi nam bat Kip thoi cac van dé an toan thdng tin mang
dang dién ra, tir d6 chu dong trién khai kip thoi cac bién phap (con ngudi, quy
trinh, cdng nghé) dé bao dam an toan thong tin cho co quan, to chic, don vi minh.

Nham dam bao an toan thong tin cho hé thdng thong tin ciia cac co quan, to
chuc, don vi, gop phan dam bao an toan cho cac hé théng théng tin ding chung,
lién théng cua tinh; S& Thong tin va Truyén thong dé nghi cac co quan, t6 chic,
don vi trién khai noi dung sau:

1. Cac co quan, to chtrc, don vi nghién ciu cac nguy co, rii ro vé an toan
thong tin theo noi dung khuyén nghi duoc néu tai Bao cao s6 24/BC-CATTT va
Vin ban nay, thuc hién ra soat, danh gia, xir ly cac van dé vé an toan thdng tin
mang (néu co).

2. Bé nghi Trung tam Céng nghé thdng tin va Truyén théng, theo chic ning,
nhiém vu duoc giao, nghién citu ndi dung dugc néu tai muc 1 Van ban nay, thuc
hién ra soat, danh gia ddi véi cac hé théng thong tin ding chung caa tinh thudc
pham vi quan ly, xir Iy cac van dé vé an toan thong tin mang (néu co) va giri két
qua b&o cao ra soat vé dia chi thu dién tir ncsc@ais.gov.vn cham nhat trwéc ngay
28/12/2024.
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S Thong tin va Truyén théng dé nghi céc co quan, to chire, don vi quan tam,
trién khai thuc hién. Trong qua trinh thuc hién néu cé kho khan, vuéng mac, phan
anh kip thoi vé So Thong tin va Truyén thong dé duoc huéng dan, hd trg. Thong
tin dau méi lién hé: 6ng Nguyén Quang Huy, phong Cong nghé théng tin, dién
thoai 0915373585/ _
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PHU LUC: TINH AN TOAN THONG TIN,
KET QUA GIAM SAT AN TOAN THONG TIN (SOC)
TINH THAI NGUYEN
(Kém theo Cong van s6  3829/STTTT-CNTT ngay25 /12/2024
ciia 86 Théng tin va Truyén thong)

I. KET QUA GIAM SAT AN TOAN THONG TIN MANG (SOC) TINH
THAI NGUYEN THANG 12/2024

1. Tinh hinh trién khai cong tac phong chéng phan mém déc hai va chia
sé dir liéu ma doc

Dén thoi diém thang 12/2024, Hé thong giam sét an toan théng tin mang ghi
nhan 2.969 may tinh cua cac co quan to chirc nha nudc duge cai dat va chia sé dit
liéu ma doc.

TV W mdy 00 kit ndiknong kit ndi TY ¢ cac phign bdn update TY 1§ gi0a hi G hanh cac may

2. Tinh hinh 18y nhiém ma déc
Trong thang 12/2024, Hé théng giam sat an toan théng tin mang ghi nhan va
xtr Iy 313 may tinh cua cac co quan t6 chirc nha nuéc ¢6 dau hiéu bi nhiém ma doc.

ShMedixirly ¢ Shiogivius & Paien bém T§ W cdc mdy bj obilm

(Théng ké danh sach 10 mdu virus lay nhiéu nhadt)
3. Két néi nguy hiém da xir ly:
Trong thang 12/2024, Hé thdng giam sat an toan thdng tin mang phan tich va
phat hién mot sé may tinh cua co quan nha nuéc 6 két ndi dén dia chi IP/Domain
nghi ngo doc hai (57) do phan mém phong chong ma doc da ghi nhan.



Tong sb6 kit nd canh béo ’ T§ 8 che Sa o cleh baa

(Thong ké danh sach 10 két néi nghi ngo: phét sinh trong thang)
4. Piém yéu, 16 hdng ton tai trén may tinh ciia cac co quan to chic:
Trong thang 12/2024, Hé thong giam sét an toan thdng tin mang di ghi nhan
c6 1.075 diém yéu, 15 hong an toan thdng tin trén may tinh cua cac co quan to
chtrc nha nude trén dia ban tinh.

’ T§ ¥ cdo logi ¥ hing

(Théng ké diém yéu, 16 hong xudt hién nhiéu nhat)
5. Giam sat, dam bao an toan an ninh thong tin
Trong thang 12/2024, da phat hién, ngan chin hon 400.000 két ndi nguy
hiém, loai bo 10.213 thu rac, chin va xur 1y 84 thu chira ma doc.
I1. TINH AN TOAN THONG TIN TREN CA NUOC

(Chi tiét tai 40 c&o sé 24/BC-CATTT ngay 16/12/2024
cua Cuc An toan thong tin gui kém theo)

1. Piém yéu, 16 hong ton tai trén may tinh ciia cac co quan, t6 chirc, don
vi trong thang 11/2024

Trong thang 11/2024, Trung tam Giam sét an toan khong gian mang qudc
gia (NCSC) phat hién trén 73.979 diém yéu, 16 hong an toan thong tin tai cic may
cha, may tram, hé théng thong tin cta cac co quan to chirc nha nuéc; phat hién
hon 1.600 16 hong trén 5.000 hé théng dang md cong khai trén Internet. Trung
tam NCSC ciing di ghi nhan 12 16 héng méi duoc cdng bd, c6 mirc d6 anh huong
Nghiém trong/Cao c6 thé bi loi dung dé tan cong, khai thac vao céac hé thong cua
cac co quan, to chic. Céc 16 hong nay 1a céc 16 hdng ton tai trén cac san pham
phd bién cua nhiéu co quan, to chuc, doanh nghiép.
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2. Thong ké cac 16 hong dang chi y dwoc ghi nhan trong thang 11/2024:

Mai diém yéu/15

TT Ghi chu

hong

- Piém CVSS: 6.5 (Cao)

- M6 ta: L héng cho phép
doi tugng tan cong thuc
hién tan céng gida mao
1 | CVE-2024-43451 | (Spoofing)

- Anh huéng: Windows

https://nvd.nist.gov/vuln/det
ail/CVE-2024-43451

- L6 hong da c6 ma khai
thac va dang bi khai thac
trong thuc té

- biém CVSS: 7.5 (Cao)

- M6 ta L héng cho phép
doi tugng tan cong truy
cap va thyc hién cac hanh
Vi tréi phep https://nvd.nist.gov/vuln/det
, s://nvd.nist.gov/vuln/de
2 CVE-2024-21287 | . Anh hlIé‘l’ng Oracle Agile pail/CVE-202g4—2 1287
PLM Framework thudc
Oracle Supply Chain

- L6 hong d3 c6 ma khai
thac va dang bi khai théc
trong thuc té

- Piém CVSS: Chua xic
dinh

- M6 ta: L h,éng cho phép
doi tuong tan cong truy
cap va thuc hién cac hanh | hitps:/nvd.nist.gov/vuln/det
3 | CVE-2024-11680 | vi trsi phep ail/CVE-2024-11680

- Anh huong: ProjectSend

- L6 hong d3 c6 ma khai
thac va dang bi khai théc
trong thuc té

- Pbiém CVSS: 938

(Nghiém trong)

- Mo ta: LS hd 25 | https://nvd.nist.gov/vuln/det
4 | CVE-2024-0012 |- Mo ta: Lo hong cho phép /

doi tuong tan cong thuc ail/CVE-2024-0012

hién tin cong leo thang
dac quyén
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- Anh huong: Palo Alto
Networks PAN-OS

- L6 hong d3 c6 ma khai
thac va dang bi khai thac
trong thuc té

CVE-2024-9474

- Piém CVSS: 7.2 (Cao)

- M6 ta: L hfmg cho pheép
doi tugng tan cong thuc
hién tan cong leo thang
dac quyén

- Anh huong: Palo Alto
Networks PAN-OS

- L6 hong d3 c6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/det
ail/CVE-2024-9474

CVE-2024-44308

- Piém CVSS: 8.8 (Cao)

- M6 ta: L hong cho phép
d6i tugng tan cong thuc thi
ma tu xa

- Anh huong: Safari, 10S,
1PadOS, macOS, visionOS
cua Apple

- L6 hong d3 c6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/det
ail/CVE-2024-44308

CVE-2024-47575

- biém CVSS: 9.8
(Nghiém trong)

- M6 ta: Ld hong cho phép
doi tugng tan cong thuc thi
ma tu xa

- Anh huong:
FortiManager

- L6 hong dd c6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/det
ail/CVE-2024-47575

CVE-2024-44309

- Piém CVSS: 6.1 (Trung
binh)

- M6 ta: L& hong cho phép
doi tugng tan cong truy

https://nvd.nist.gov/vuln/det
ail/CVE-2024-44309
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cap va thuc hién cac hanh
vi trai phép

- Anh hudng: Safari, i0S,
1PadOS, macOS, visionOS
cua Apple

- L6 hong dd c6 ma khai
thac va dang bi khai thac
trong thuc té

CVE-2024-45519

- Piém CVSS:
(Nghiém trong)

- M6 ta: Ld hong cho phép
doi twong tan cong thuc thi
ma tur xa

9.8

- Anh huéng: Zimbra
Collaboration (ZCS)

- L3 hong di c6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/det
ail/CVE-2024-45519

10

CVE-2024-9264

- Piém CVSS: 8.8 (Cao)

- Mo ta: Lo hong cho phép
d6i trong tan cong khai
thac 16i Command
Injection, truy cap va thuc
hién cac hanh vi trai phép.
- Anh huong: Grafana

- L3 hong di c6 ma khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/det
ail/CVE-2024-9264

11

CVE-2023-32428

- biém CVSS: 7.8 (Cao)

-Mb ta: Ld hong cho phép
d6i tuong tan cong thuc
hién tin cong leo thang
dic quyén

- Anh hudng: macOS,
tvOS, 10S, iPadOS,
watchOS cua Apple

- L3 héng chua c6 mi khai
thac va dang bi khai thac
trong thuc té

https://nvd.nist.gov/vuln/det
ail/CVE-2023-32428
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- Piém CVSS: 9.8
(Nghiém trong)

- M0 ta: L& hong cho phép
doi tuong tan coOng truy
cap va thuc hién cac hanh
12 | CVE-2024-47533 | Vi trai phép.

- Anh hudng: Cobbler trén
Linux

https://nvd.nist.gov/vuln/det
ail/CVE-2024-47533

- L3 héng chua c6 mi khai
thac va dang bi khai thac
trong thuc té

3. Mt s6 16 hong van con ton tai pho bién trén cac may ciia co quan, to
chirc ghi nhan trong thang 11/2024

M diemyeu/ | s may bi

https://nvd.nist.gov/vuln/detail/

1 | CVE-2022-26809 14343
CVE-2022-26809

https://nvd.nist.gov/vuln/detail/

2 | CVE-2023-21716 6467
CVE-2023-21716

https://nvd.nist.gov/vuln/detail/

3 | CVE-2024-48618 5143
CVE-2024-48618

https://nvd.nist.gov/vuln/detail/

4 VE-2024-4904 4722
¢ 024-49045 CVE-2024-49046
https: nist. I il
5 | CVE-2023-40477 2267 ttps://nvd.nist.gov/vuln/detail/
CVE-2024-40477
https://nvd.nist.gov/vuln/detail/
6 | CVE-2024-10827 1531
CVE-2024-10827
2| CVE-2024-49039 1521 https://nvd.nist.gov/vuln/detail/
CVE-2021-49039
https: nist. I tail
8 | CVE-2021-40444 1297 ps://nvd.nist.gov/vuln/detail/

CVE-2024-40444




https://nvd.nist.gov/vuln/detail/

VE-2024-104 1277
9 | CVE-2024-10488 CVE-2024-10488

https://nvd.nist.gov/vuln/detail/

1 VE-2023- 1 1197
0 | CVE-2023-3883 9 CVE-2021-38831

I11. KHUYEN NGHI VA HUONG DAN KHAC PHUC

- Nhim dam bao an toan thdng tin cho hé théng théng tin, d& nghi cac co
quan, don vi, dja phuong chi dao bo phan chuyén trach vé cong nghé thdng tin/an
toan thong tin phdi hop véi bo phan co lién quan thuc hién kiém tra, ra soat hé
thng, xu Iy cac van dé vé an toan théng tin mang trong hé thong, dé tranh nguy
co bi tan cong.

- Tang cuong giam sét va san sang phuong an xir Iy khi phét hién c6 dau hiéu
bi khai théac, tan cong mang; dong thoi thuong xuyén theo ddi kénh canh béo cua
cac co quan chirc ning va cac to chuc 16n vé an toan thong tin dé phat hién kip
thoi cac nguy co tan cong mang.

- Tuyén truyén thuong xuyén, lién tuc tgi toan thé can bo, cong chuc, vién
chtic, ngudi lao dong cua co quan, don vi minh nham nang cao nhan thic va trang
bi k¥ nang dam bao an toan thong tin trén khdng gian mang.

- Trong trudng hop can thiét co thé lién hg dau méi h tro:

+ S¢ Thong tin va Truyén théng: 6ng Nguyén Quang Huy, Chuyén vién
phong Cong nghé thong tin, sé dién thoai: 0915.373.585.

+ Poi Ung ctru sy b An toan thong tin trong cac co quan nha nudc tinh Thai
Nguyén: dng Pham Vin Néi, s6 dién thoai: 0914.300.486

4. Tai liéu tham khao

https://msrc.microsoft.com/update-quide/
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-
security-update-review



https://msrc.microsoft.com/update-guide/
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-update-review
https://www.zerodayinitiative.com/blog/2024/1/9/the-january-2024-security-update-review
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